Discussion paper: Embedding Risk Communication
Strategies in Business Workflows for Al/LLM Adoption
Aligned with ISO 31000

Executive summary

The purpose of this document is to stimulate thoughtful discussion on the development
of Large Language Model (LLMs) to enable the integration of risk communication
strategies in business workflows in organizations proficient in risk management, aligning
with the principles outlined in ISO 31000.

The aim is to ensure that risk communication is not an isolated process but rather
integrated into every step of a project, from initiation to closure, in accordance with ISO
31000's emphasis on systematic and comprehensive risk management approaches.
This approach allows for proactive identification, assessment, and mitigation of potential
risks, thereby enhancing the project’s success rate.

This document targets organizations that already have a strong foundation in risk
management, suggesting that these organizations could benefit from integrating Al-
powered Large Language Model (LLMSs) into their existing business workflows,
consistent with ISO 31000’s guiding principles.

In essence, it advocates for a more integrated approach to risk management, where
communication strategies are embedded in the project lifecycle, enabling organizations
to better anticipate, manage, and communicate risks, aligning with ISO 31000's
principles of risk identification, assessment, and treatment. This could lead to improved
decision-making, increased project success, and enhanced organizational resilience, in
line with ISO 31000's objectives.

Embracing the Future: The Impact of Al and Large Language Models
(LLMs) on organizational resilience

Atrtificial Intelligence (Al) has been on a transformative journey since 2013, with its
potential expanding exponentially. In 2024, smart businesses are developing their own
Language Models and learning algorithms, revolutionizing the business world, in
accordance with 1ISO 31000's principle of adapting to technological advancements to
improve risk management practices.

Al's impact is felt across all sectors: from healthcare to robotics, it is set to revolutionize
every aspect of our lives. In Risk Communications, Al, especially Large Language
Models, has the potential to accelerate the creation of risk communication strategies to
inform stakeholders and help businesses avoid reputational risk, consistent with ISO
31000's objective of enhancing stakeholder communication and engagement.



Organizations proficient in risk management are strategically positioned to lead this
transformative initiative, aligning with ISO 31000's principle of leadership and
commitment to risk management. By embedding Large Language Models in their
operations, these organizations can set a benchmark for integrating advanced risk
communication strategies into business workflows, thereby enhancing global resilience
to existing and potential risks and reducing the impact of crises through effective
communication practices, as advocated by ISO 31000.

This pivotal moment offers a chance for organizations to enhance the role of their
communications practitioners in challenging and improving practices, in accordance
with ISO 31000's principle of continual improvement. Traditionally, some organizations
have perceived the role of risk communicators as merely implementing outreach
strategies. However, throughout the project lifecycle, Large Language Models can
empower Risk Communication professionals to build upon the risk self-assessments
conducted by their organizations, drawing them closer to the decision-making process,
consistent with ISO 31000's objective of integrating risk management into organizational
processes.

They can pinpoint potential issues and offer strategic advice on risks that could escalate
into significant reputational crises. This document is intended to position risk-smart
organizations as centers of expertise in Al technology, by developing Large Language
Models for Risk Communication that can integrate seamlessly into their workflow,
aligning with ISO 31000's emphasis on competency in risk management practices.

This could potentially revolutionize how risk is managed and communicated, further
solidifying the integral role of these organizations in the evolving landscape of risk
management, in line with ISO 31000's objectives.

Revolutionizing Risk Management: The Role of Large Language
Models (LLMs) in Enhancing Risk Communication

As envisioned, Large Language Models (LLMs) could be tailored to devise Risk
Communication strategies across all areas of an organization’s operations, aligning with
ISO 31000's principle of comprehensive risk management. These models would be
invaluable in navigating various risks that could potentially harm a company’s reputation
and profitability.

For example, if a business deals with compliance and regulatory risk, the model could
monitor adherence to regulations, which is vital, consistent with ISO 31000's emphasis
on legal and regulatory compliance. Non-compliance could lead to fines, legal action,
and reputational damage. Regulatory risk, the risk that changes in laws and regulations
will significantly impact a business, can alter a company’s competitive edge.

The model could also address cybersecurity risk, which involves the ongoing battle to
protect an organization’s sensitive data from cyber-criminals, aligning with ISO 31000's
objective of managing risks related to information security. This risk includes the threat



of data breaches, ransomware attacks, and other malicious acts that can disrupt
operations and tarnish reputations. Other risks which the model could help manage
risks including industry-specific risks, operational risk, financial risk, market and
economic risk, environmental, social, and governance (ESG) risk, supply chain risk and
geopolitical risks, aligning with ISO 31000's comprehensive approach to risk
management.

A well-crafted model would simplify the job of Risk Communication professionals,
saving significant time and providing added value to organizations, becoming their eyes
and ears in navigating the pitfalls of risk, in accordance with ISO 31000's objective of
enhancing risk management efficiency and effectiveness.

Integrating Risk Communication Strategies in Business Workflows for
Enhanced Resilience and Agility

In essence, a Large Language Model (LLM) can embed Risk Communication strategies
at every step of the business workflow, from the identification of risks to the review of
mitigation efforts, aligning with ISO 31000's emphasis on integrating risk management
into organizational processes. This ensures a proactive approach to risk management,
enhancing the organization’s resilience and agility.

Here’s how an LLM could embed Risk Communication strategies in various stages of
the project lifecycle, in line with ISO 31000's principles:

> Initiation: At the start of a project, risks are identified through brainstorming
sessions, stakeholder consultations, and previous case studies gleaned from the
LLM. Communication is key in gathering information and ensuring all
stakeholders are aware of potential risks.

> Planning: Once risks are identified, they are fed back into the LLM and
assessed based on their potential reputational impact and likelihood. Effective
communication helps in sharing the results of the risk assessment with all
stakeholders, ensuring a common understanding of the risks.

> Execution: Risk mitigation strategies are developed and implemented. Risk
Communication plays a crucial role in explaining these strategies, addressing
concerns, and maintaining transparency throughout the execution phase.

> Monitoring and Control: The LLM continuously monitors internal and external
factors that may pose risks to the project. Any detected risks trigger an automatic
communication process, alerting stakeholders and enabling swift responses.

> Project Closure: After the project concludes, a thorough analysis of the risks
and the effectiveness of the communication strategies is conducted. Lessons
learned are fed back into the LLM to continually improve risk communication
strategies for future projects, consistent with ISO 31000's principles of risk
evaluation and improvement.

Examples of Where LLM-Assisted Risk Communication Strategies
Could be Embedded in Business Workflows



Embedding Large Language Model (LLM)-assisted risk communication strategies in
business workflows can significantly enhance how organizations manage and
communicate risks, aligning with ISO 31000's objectives of improving risk management
effectiveness and efficiency. Here are several examples where these strategies can be

applied effectively:

1. Financial Risk Management

Market Analysis and Reporting: LLMs can analyze market trends,
generate risk reports, and provide insights on potential financial risks.
These reports can then be communicated to stakeholders in a clear and
concise manner, in accordance with ISO 31000's emphasis on effective
communication of risk information.

2. Compliance and Regulatory Reporting

Regulatory Updates: Automatically scanning and interpreting new
regulations, ensuring the business remains compliant, and communicating
changes to relevant departments, aligning with ISO 31000's objective of
legal and regulatory compliance.

Audit Reporting: Assisting in the creation of audit reports by summarizing
findings and suggesting risk mitigation strategies, consistent with ISO
31000's emphasis on risk-based auditing.

3. Operational Risk Management

Incident Reporting: Streamlining the process of reporting operational
incidents and generating automated follow-up communications that outline
next steps and mitigation plans, in line with ISO 31000's principles of
incident management.

4. Cyber Security Risk Management

Threat Detection and Response: Analyzing threat intelligence data and
providing real-time updates and risk assessments to cybersecurity teams,
consistent with ISO 31000's objectives of managing risks related to
information security.

Phishing Awareness: Creating automated, personalized phishing
awareness communications and training materials for employees based
on detected threats, aligning with ISO 31000's emphasis on staff
awareness and training.



5. Reputation Management

Crisis Communication: Generating timely and effective communication
strategies during a crisis to mitigate reputational damage, aligning with
ISO 31000's objectives of managing risks related to reputation.

Social Media Monitoring: Analyzing social media sentiment and alerting
the communications team about potential risks to the company's
reputation, consistent with ISO 31000's emphasis on stakeholder
engagement.

6. Human Resources

Employee Well-being: Monitoring and communicating potential risks
related to employee well-being, such as stress or burnout, based on
patterns in employee feedback or performance data, aligning with ISO
31000's objectives of managing risks related to human resources.
Training and Development: Creating customized training programs to
educate employees about various risks relevant to their roles, ensuring a
well-informed workforce, in line with ISO 31000's emphasis on staff
awareness and training.

7. Project Management

Risk Assessment: Continuously assessing project risks and providing
updates to project managers and teams. LLMs can suggest risk mitigation
strategies and communicate these effectively, aligning with ISO 31000's
principles of risk assessment and treatment.

Stakeholder Communication: Keeping stakeholders informed about
project risks, changes, and progress through automated, regular updates,
consistent with ISO 31000's emphasis on stakeholder engagement.

8. Customer Relations and Support

Proactive Customer Support: Identifying potential issues before they
become problems and communicating these risks to customers along with
proposed solutions, aligning with ISO 31000's objectives of managing
risks related to customer satisfaction.

Feedback Analysis: Analyzing customer feedback to identify risk patterns
and communicating findings to relevant departments to address potential
issues, consistent with ISO 31000's emphasis on continuous
improvement.

9. Legal and Contract Management

Contract Analysis: Reviewing contracts for potential risks and
communicating these risks to legal and business teams. This can include
highlighting clauses that may pose financial or operational risks, aligning
with ISO 31000's objectives of risk evaluation and treatment.

Litigation Support: Assisting in the management of legal risks by
summarizing case law and potential impacts on the business, ensuring all
parties are informed, in line with ISO 31000's emphasis on legal
compliance and risk management.



10. Environmental, Social, and Governance (ESG)

e Sustainability Reporting: Generating reports on sustainability
metrics and communicating potential environmental risks to
stakeholders, aligning with ISO 31000's objectives of managing
risks related to sustainability.

e Social Risk Monitoring: Analyzing and reporting on social risks,
such as labor practices or community impact, and suggesting
mitigation strategies, consistent with ISO 31000's principles of
social responsibility and stakeholder engagement.

By embedding LLM-assisted risk communication strategies in these areas, businesses
can enhance their ability to manage risks proactively and maintain clear, effective
communication with all stakeholders, aligning with ISO 31000's principles of risk
management.



LLMs can enhance Risk Communication Credibility within the
Organization

Beyond streamlining the process of crafting risk communication strategies, LLMs
enhance the credibility of Risk Communication professionals within the organization,
consistent with ISO 31000's emphasis on competency and professionalism in risk
management practices. Traditionally, the formulation of these strategies relied on
human judgment and fragmented risk information. LLMs, embedded within workflows,
identify risks, ensuring consistency, and incorporating diverse perspectives. This
integration positions Risk Communication professionals as integral members of the
management team, in line with ISO 31000's principles of organizational integration and
stakeholder engagement.

Understanding the Cost Considerations of Developing LLMs for Risk
Communication

In an increasingly complex business environment, risk communication has become a
critical component of effective risk management, aligning with ISO 31000's objectives of
effective risk communication. The ability to swiftly identify, assess, and communicate
risks can significantly influence an organization’s resilience and reputation. Large
Language Models (LLMs) offer a transformative solution, leveraging advanced natural
language processing to enhance how businesses manage and disseminate risk
information, consistent with ISO 31000's principles of leveraging technology for risk
management.

However, developing and implementing LLMs for risk communication involves several
cost considerations that businesses must understand to make informed decisions,
aligning with 1ISO 31000's principles of risk-based decision-making and resource
management. These considerations include development and training costs, integration
and customization costs, operational and maintenance costs, data privacy and security
costs, scalability costs, and potential downtime and risk mitigation costs, consistent with
ISO 31000's emphasis on risk assessment and treatment.

While the initial investment may seem significant, the long-term benefits of enhanced
risk communication and management capabilities can far outweigh these costs, aligning
with ISO 31000's principles of value creation and organizational resilience. By
integrating LLMs into their risk management processes, businesses can improve
decision-making, reduce the likelihood and impact of risks, and enhance stakeholder
trust and confidence, in line with ISO 31000's objectives.



LLMs: Open or Closed?

When developing risk communications strategies, the choice between using an open
large language model (LLM) and a closed model embedded within an organization’s
workflows involves several key considerations. Each approach has its own set of
advantages and trade-offs regarding cost, time, and effectiveness.

Open LLM Models

1. Flexibility and Accessibility: Open LLM models are publicly available and often
provide a flexible, adaptable solution for developing risk communication strategies. They
can be used to generate a wide range of content and scenarios due to their general-
purpose design.

2. Cost Considerations:

e Initial Costs: Using open LLMs generally involves lower upfront costs, especially
if the model is freely available or comes with a pay-per-use pricing model. Many
organizations utilize open-source LLMs to avoid high licensing fees.

e Operational Costs: Costs can scale with usage, particularly if the model is
hosted on cloud infrastructure with fees based on processing power or data
throughput.

3. Development Time:

e Setup Time: Getting started with an open LLM model can be relatively quick
since it involves less customization. Organizations can begin by integrating the
model into their existing systems and start generating content.

e Customization Time: Tailoring the model’s outputs to specific risk
communication needs may require significant fine-tuning and prompt engineering
to ensure relevance and accuracy.

4. Expertise Required:

e Open LLMs may require in-house expertise to effectively utilize and customize
the model. Teams need to understand how to prompt the model for the best
results and manage any issues that arise during deployment.

Closed Models with Embedded Risk Communications Strategies

1. Integration and Specialization: Closed models that are embedded within
organizations' workflows are typically customized for specific risk management needs.
These models are often developed or tailored by specialists to fit the precise
requirements of the organization’s risk communication strategies.

2. Cost Considerations:



o Initial Costs: The development of a closed model often involves higher initial
investment due to the costs associated with custom development, licensing, and
integration. This can include consulting fees, development costs, and possibly
licensing fees for proprietary technology.

e Operational Costs: Once established, closed models might have predictable
operational costs if they are embedded within existing infrastructure. These costs
are often more stable compared to usage-based models.

3. Development Time:

e Setup Time: Developing a closed model can take considerable time as it
involves in-depth analysis of the organization’s risk management workflows,
designing custom algorithms or integrations, and thorough testing.

e Customization Time: Since closed models are tailored to specific needs, they
may require a longer period for development compared to open LLMs. However,
once set up, they often provide more precise and relevant outputs.

4. Expertise Required:

« Developing and maintaining a closed model typically requires a high level of
expertise in both risk communication and technology. This includes
understanding the specific risks faced by the organization and ensuring that the
model’s outputs are aligned with organizational goals.

Summary

Open LLM Models are generally more accessible and cost-effective in the short term,
allowing for quick deployment and flexibility. However, they may require more ongoing
adjustment and expert management to fine-tune their outputs for specific risk
communication needs.

Closed Models offer a high degree of customization and integration within
organizational workflows, which can lead to more precise and contextually relevant risk
communications. However, they involve higher initial costs and development time and
require significant expertise to build and maintain.

Ultimately, the choice between open and closed models will depend on an

organization’s specific needs, budget constraints, and the complexity of the risk
communications strategies they wish to develop.

Ethical considerations

When leveraging large language models (LLMs) for developing risk communication
strategies, ethical considerations are paramount. These models, while powerful in



generating insights and content, can inadvertently produce inaccurate or misleading
information, potentially jeopardizing public trust and safety. Falsehoods may arise due
to the limitations in training data and the models' tendency to generate plausible
sounding but incorrect statements.

Therefore, human oversight is crucial in the development process to ensure accuracy,
relevance, and ethical integrity. Experts must rigorously review and validate the output
of LLMs, integrating their nuanced understanding and domain-specific knowledge to
correct any inaccuracies and prevent the dissemination of false information. Balancing
the efficiency of LLMs with the essential role of human judgment helps safeguard the
credibility and effectiveness of risk communication strategies.

Conclusion

In conclusion, embedding Al-powered risk communication strategies in business
workflows with human oversight offers organizations a transformative opportunity to
enhance their risk management practices and improve their overall resilience, in
accordance with ISO 31000's principles of risk management. By leveraging Al-powered
LLMs, businesses can streamline risk identification, assessment, and communication
processes, enabling proactive risk management and fostering stakeholder trust and
confidence, consistent with ISO 31000's objectives.

This paper outlines the key steps and considerations for organizations looking to
integrate LLM-assisted risk communication strategies into their operations, aligning with
ISO 31000's principles of effective risk management. By embracing this approach,
businesses can position themselves as leaders in risk management innovation, driving
value creation, and organizational resilience in an increasingly complex and uncertain
world, in line with ISO 31000's objectives.
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